
Scale responsible AI 
with AI governance



Today’s talk

Scale responsible AI with 

watsonx.governance
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Governance is needed to scale AI with trust, compliance and security

Reduce risk, bias, model drift, profanity and hate speech

Watsonx.governance is the leading AI governance solution

• Govern any AI, anywhere, without sacrificing speed and performance

• Automate time consuming audit and documentation processes 

IBM’s approach to data and AI

• Open, customized, multimodal and multi-model

• Both commercial and open-source innovation

• Customized to each business and use case to drive ROI



AI building blocks 
to the future

Assistants

AgentsGovernance

ModelsData

Use cases



The impact of 

generative AI is 

massive, yet so are the 

compliance, security 

and business risks

€35M 
fine for noncompliance 

with EU AI Act, or 7% 

annual turnover, 

whichever is higher4

73%
of IT leaders are 

concerned with biased 

outcomes, and 79% 

are concerned about 

security risks5

<30%
of CROs and CFOs 

say regulatory and 

compliance risks are 

being sufficiently 

addressed in their 

organizations6

4 EU Artificial Intelligence Act, European Parliament and Council of the European Union, 13 June 2024.

5 Generative AI could raise global GDP by 7%, Goldman Sachs, 4 April 2023.

6 Risk Management – The CEO’s Guide to Generative AI, IBM Institute for Business Value, 12 August 2024. 4Scale responsible AI with watsonx.governance

Stakeholder complexity New and amplified risksGrowing regulations 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689
https://www.goldmansachs.com/insights/articles/generative-ai-could-raise-global-gdp-by-7-percent.html
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ceo-generative-ai/ceo-ai-risk-management
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AI needs governance 
↓
The process of directing, 
monitoring and managing the 
AI activities of an organization 
through automation

Scale responsible AI with watsonx.governance



Your AI for business strategy can’t succeed without AI governance 

Manual and error prone 
documentation

Multiple stakeholders

Increased risk

Changing regulations

Disparate tools 
and data

Vulnerable data
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Manage the complexity of 
AI governance

Proactive risk 
mitigation

Connect stakeholders

Robust framework
to manage regulations

Automated model
documentation

Manage AI 
security

AI governance 
and security

Centralized visibility 
& transparency



Put AI to work with watsonx.

IBM watsonx is a portfolio of AI products that accelerates the impact of 

generative AI in core workflows to drive productivity.



watsonx

A portfolio of AI 

products that 

accelerates the 

impact of generative 

AI in core workflows 

to drive productivity.

watsonx.ai

Enterprise-grade AI studio that 
helps AI builders innovate with 
all the APIs, tools, models, and 
runtimes to build AI solutions

Featuring IBM Granite, and 
popular third-party models 
including Mixtral, Llama series

watsonx Orchestrate

An enterprise-ready solution 
that helps create, deploy, and 
manage AI assistants and 
agents to automate processes 
and workflows.

watsonx.data

The hybrid, open data 
lakehouse to power AI and 
analytics with all your data, 
anywhere

watsonx.governance

End-to-end toolkit for AI 
governance to manager risk and 
compliance across the entire AI 
lifecycle.

watsonx Code Assistant

Accelerate development, 
application modernization, and 
assist with IT Operations



IBM watsonx.governance

Accelerate responsible, 
transparent and explainable 
AI workflows

Centralized
AI lifecycle governance

Manage, monitor and govern 
any AI: model, app or agent; 
across IBM and 3rd party like 
OpenAI, AWS, and Meta

Proactive
AI risk and security 
management

Proactively detect and
mitigate AI risks, evaluate 
AI assets, and secure AI 
deployments with Guardium 
AI security

Trustworthy
and dynamic
compliance

Manage AI for safety 
and transparency with
our regulatory library,
automation and
industry standards

Platform agnostic: Govern any AI, deployed anywhere



Build and Deploy

IBM watsonx.ai   |   AWS |   MS Azure |  GenAI apps |   SaaS solutions |   Other

AI risk governance and security

Model inventory    |    Risk assessments |    Workflows    |   Dashboards    |    Issue management

AI Factsheet

Capture model facts throughout the lifecycle

AI Observability and Guardrails

Model health   |   Harmful content detection |  Accuracy |  Drift  |  Bias  |  Explainability

– Data engineers

– AI Engineers

– (Citizen) data scientists

– MLOps

– ML engineers

watsonx.governance

at a glance

11

– AI use case owners

– Data Scientist / AI Engineers

– Model validators

– Audit teams

– Compliance teams

– Risk management teams

– AI Security teams

Lifecycle governance Risk management Regulatory compliance

Scale responsible AI with watsonx.governance



AI lifecycle governance

Key Highlights 

- Inventory and track ML models, GenAI apps and agents 

from concept/ideation through lifecycle

- Evaluate and assess your GenAI prompt templates, ML 

models, agents during build

- Automate the capture of the model, app and agent 

metadata to facilitate management and compliance 

Solves for: 

1. Time-consuming documentation

2. Manual or non-systematic approach to evaluate prompts

3. Lack of transparency through lifecycle

Bring transparency and visibility into your AI use cases

Scale responsible AI with watsonx.governance



watsonx.governance for 

centralized AI lifecycle 

governance
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Example:  Accelerate AI asset 

selection as you build with easy 

comparative evaluation on multiple 

quality metrics in Evaluation Studio 



Proactive and efficient 

risk management

Key highlights

– Identify and manage AI risks early on with risk 

assessments at use case and model-level

– Mitigate risks and moderate content with Guardrails

– Observe and understand with continuous monitoring 

with alerts and explainability

Solves for: 

1. Limited visibility across AI use cases

2. Lack of risk management for AI

3. Identifying potentially harmful content in prompts

Assess, identify, and manage AI risk

Scale responsible AI with watsonx.governance



watsonx.governance for 

proactive and efficient 

risk management
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Example: identify potential risks and 

mitigation for AI use cases early on with 

out-of-the-box AI risk assessments and 

applied AI risk taxonomy



Key highlights

– Discover AI models, data, and 

applications used by an organization 

across AI Services and enrich 

watsonx.governance use case inventory

– Automatically identify unregistered AI 

deployments and trigger the appropriate 

governance workflow

– Operationalize across product, risk, 

compliance, and security stakeholders

Govern, secure and monitor AI in one unified experience 

with Guardium AI Security and watsonx.governance integration

How IBM Guardium can help

IBM Guardium AI 

Security integrates with 

watsonx.governance for 

Trusted AI

Discovered models grouped in same business entity

16Scale responsible AI with watsonx.governance



Dynamic and trustworthy 

compliance

Key highlights

– Ingest and represent internal and external AI regulations 

to present to use case owners and compliance officers

– Provide ability to record and assess AI Use case evidence 

for audit and compliance

– Use Factsheets for transparent model processes

Solves for: 

1. Changing regulations 

2. Inaccurate documentation

Meet growing AI regulatory landscape

Scale responsible AI with watsonx.governance



watsonx.governance for 

dynamic and trustworthy 

compliance 

18Scale responsible AI with watsonx.governance

Example: assess regulatory applicability 

for your GenAI use cases 



Differentiation: 

Accelerate responsible, 

transparent and 

explainable AI for both 

gen AI and ML models 

across any public or 

private cloud.

Govern any model, agent

or AI app anywhere

Apply governance 

to ML and gen AI—open or 

closed—IBM and third parties

(like OpenAI, AWS, Meta).

Assess and reduce 

AI risk at runtime

Continuous monitoring 

and recommendations with 

model risk assessment and 

real-time alerts.

Worldwide compliance 

expertise

Compliance with internal 

policies, industry standards, 

and AI regulation, with 

automated audit processes. 

19Scale responsible AI with watsonx.governance



Source: “IDC MarketScape: Worldwide Machine Learning Operations Platforms 2024 Vendor Assessment” November 2024, IDC # US51573824Source: “IDC MarketScape: Worldwide AI Governance Platforms 2023 Vendor Assessment”

IBM is a leader in AI Governance and ML Ops

Key strengths: end-to-end solution and 
commitment to support

Key strengths: AI governance, no-code/low-code 
options and flexible deployment



Client stories

Scale generative AI ethically 

Introduced watsonx.governance

to apply debiasing to increase

court fairness from 71% to 82%.

Embedded watsonx.governance

to PepsiCo’s advantage peeling 

solution for end-to-end model 

lifecycle management.
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Integrated watsonx.governance

with Infosys Topaz, an AI-first 

offering, to build responsible 

AI workflows.

Leveraging watsonx.governance, 

Deloitte is actively engaging 

customers to adopt a

responsible AI approach to 

their generative AI initiatives.

Meta data-capturing capabilities 

from watsonx.governance

modernized critical banking 

functions, saving months 

of manual audit process work.

Using AI governance tools 

from watsonx.governance

streamlined collaboration,

reducing manual effort.

Crédit Mutuel
Alliance Fédérale

Scale responsible AI with watsonx.governance



Use case: IT modernization and governance

IBM CIO: Building AI solutions with trust, 

transparency and speed 

Challenges

– AI development is accelerating

– Delivering quality, trustworthy and 

explainable AI solutions requires 

validation of accuracy, testing 

for undesired behaviors and 

generating fact sheets to 

provide transparency

– These cause increased work for 

development teams and extends 

the timeline to deliver solutions

Operating AI safely requires ongoing 

monitoring of model health, data 

safety and integration with 

enterprise IT operations.

Solution

By incorporating 

watsonx.governance into the 

internal AI platform, we’ve 

enabled AI developers to take 

advantage of AI prompt 

evaluation, fact sheet generation 

and operational monitoring 

capabilities.  

When solutions are delivered to 

the business, ongoing automated 

monitoring provides confidence to 

stakeholders and lays a foundation 

for robust testing and more trusted 

and secure AI deployments.

14 Model health, drift and safety 

metrics continuously monitored

in production

2x Increase in gen AI metrics 

evaluated during solution validation

22

Days to 
minutes

Projected reduction in time 

to evaluate AI solutions during 

the build stage

Compliance
readiness

Aligned with AI governance 

requirements from the IBM Office of 

Privacy and Responsible Technology

Scale responsible AI with watsonx.governance



IBM’s 

AI Governance

Vision and solution 

summary

3

2

1 AI needs governance to ensure trust and business success

Governance is needed to scale responsibly

The leading AI governance solution is watsonx.governance



Data Access trusted and secure data to drive 

AI productivity

AI Productivity

Reinvent how work is done with 

AI agents/assistants

AI/ML Ops

Work with AI models, tools and 

governance that’s built for 

business—engineered to ensure 

trust and scalability in 

applications

Data Fabric

Bring all your business data 

together and optimize how it 

moves through your systems to 

scale analytics and AI in your 

applications while protecting it.

Data Storage

Store data across edge, 

core and clouds

– AI Assistants – AI Models

– AI Tools

– AI Governance

– Databases

– Data Intelligence

– Data Integration

– Data Security

– Software-defined Storage



IBM Software

Open and Trusted

Automate technology 
lifecycle management 

with AI for productivity, 
resiliency and spend 
optimization

Automation

Access trusted and 
secure data to drive 

AI productivity

DataTransaction 
Processing

Deliver unmatched 
transactional 

performance, security 
and reliability

Hybrid Cloud

Unify on-prem, public, 
private clouds and 

edge to scale 
virtualization and AI 
across environments



Request a client briefing or demo        

Discussion and custom 
demonstration of IBM’s generative 
AI watsonx point of view and 
capabilities. Understand where 
generative AI can be leveraged 
now for impact in your business.

2-4 hours onsite or virtual

Free trial

Core watsonx features to 
start building AI models 
and accessing data across 
your organization.

5-year business value 
assessment

Engagement with an IBM multi-
disciplinary team to jointly 
innovate and rapidly prove the 
business value of generative 
AI solutions using watsonx.

1-4 weeks

Three ways to get started with watsonx today
Looking forward to today’s discussions





→ Built with open and 

transparent technology to 

give enterprises confidence 

in their AI and meet 

regulatory compliance 

demands. 

→ Responsible AI and 

protected data backed by 

enterprise governance and 

security controls.

→ Offers choice to train 
the right foundation 
models, including open-
source models, and the 
choice of data, tools, and 
frameworks to achieve 
desired business outcomes.

→ Run AI wherever the 
business needs to, across 
any cloud, at scale. 

IntegratedTrustedOpen

→ Integrates technology 
seamlessly into existing 
infrastructures, systems, 
and processes with choice 
of cloud to transform the 
enterprise and drive 
productivity from within.

→ Embedded AI for targeted 
use cases that drives 
enterprise scale productivity.

Why IBM watsonx for scaling enterprise AI to drive productivity



Data Access trusted and secure data to drive 

AI productivity

AI 

Assistants

watsonx Code 

Assistant

watsonx 

Orchestrate

Planning 

Analytics

Software-defined 

Storage

AI 

Models

Granite

Meta Llama

Mistral

AI 

Tools

watsonx.ai

AI 

Governance

watsonx. 

governance

Databases

watsonx.data

Data 

Intelligence

Data Product 

Hub

Knowledge 

Catalog

Manta Data 

Lineage

Data 

Integration

Streamsets

Data 

Security

Security Center

AI Productivity

Reinvent how work 

is done with AI 

agents/assistants

Data Storage

Store data across 

edge, core and clouds

AI/ML Ops

for business engineered to ensure trust and scalability 

in applications

Data Fabric

Bring all your business data together and optimize how 

it moves through your systems to scale analytics and AI 

in your applications while protecting it
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IBM’s Point of View:

Governing DeepSeek models 

with IBM watsonx.governance

31

Platform and model agnostic

DeepSeek's open-source model 

aligns with IBM's vision.

IBM watsonx.governance helps 

enterprises govern open-source 

models including DeepSeek-R1, 

deployed anywhere.

Risk-based decision making

DeepSeek-R1 like any other open-

source model carry potential risks.

IBM watsonx.governance provides a 

systemic approach toward decision 

making of model onboarding and its 

enterprise-wide use based on risk 

identification and assessment 

across various risk dimensions.

Security and Data Privacy

DeepSeek's Chinese origin 

introduces complexities.

IBM helps with organizational 

alignment and enforcement of 

established enterprise security and 

privacy policies for DeepSeek

models.

The AI Alliance

IBM is a founding member of the AI 

Alliance2 to advance Open, Safe, 

Responsible AI.

IBM is dedicated to client success in 

AI, providing open, governed, 

secure, and scalable solutions that 

meet their evolving needs.

For more information

Scale trusted AI with IBM 

watsonx.governance

Manage AI Security: IBM Guardium

IBM watsonx.governance in Action: 

Evaluating DeepSeek R1-Powered 

RAG Apps

Copyright © 2025 IBM

Compliance: EU AI Act

DeepSeek faces EU AI Office 

regulatory scrutiny across range of 

risks1

IBM watsonx.governance helps 

organization prepare to meet 

requirements of the EU AI Act, while 

also preparing for growing worldwide 

AI regulations and industry standards.

https://thealliance.ai/
https://www.ibm.com/products/watsonx-governance?utm_content=SRCWW&p1=Search&p4=43700076341632643&p5=e&p9=58700008385933280&gad_source=1&gclid=CjwKCAiA74G9BhAEEiwA8kNfpZhKizIECRhaJEjGNfFgjGEw86XocPifH7-zDVVNOpEZ62cZII9lHBoCdy0QAvD_BwE&gclsrc=aw.ds
https://www.ibm.com/products/guardium-ai-security
https://ravi-chamarthy.medium.com/ibm-watsonx-governance-in-action-evaluating-deepseek-r1-powered-rag-apps-d07c41ccf004
https://www.mlex.com/mlex/articles/2290332/china-s-deepseek-faces-eu-ai-office-regulatory-scrutiny-across-range-of-risks


As leaders look to 

scale generative 

AI, trust will be 

critical.



Our approach to 

establish scalable 

and sustainable AI 

governance and 

AI model governance 

across the organization
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Supported by watsonx.governance to accelerate 

responsible, transparent, and explainable AI workflows

Automated AI model lifecycle governance Organizational AI governance

Planning

Who?

Businesses, 

AI ethics boards, 

data/AI leaders, 

internal policy and 

regulations, CPOs, 

ecosystems

Strategy

Who?

Businesses, 

AI ethics boards, 

data/AI leaders, 

internal policy 

and regulations, 

CPOs, CISOs

Operations

Who?

IT leaders, MLOps teams

Development and 

deployment

Who?

Dev teams, IT leaders, 

CDAOs, software and 

digital science leaders

Monitoring and portfolio 

management 

Business Outcomes and 

Model Governance

Business leaders, 

MLOps teams

– Trustworthy AI principles

– AI governance policies, processes and metrics

– Operating model

– Governance structures

– Regulatory and risk assessment

– Centralized platform for model lifecycle 

monitoring

– Trustworthy AI model lifecycle

– Defined model OKRs and KPIs

– Model onboarding and sustaining processes

Scale responsible AI with watsonx.governance



Office of Privacy and Responsible Technology © 2024 IBM Corporation 34

Based on the AI 
Ethics Board’s 
whitepaper 
Foundation models: 
Opportunities, risks, 
and mitigations, 
IBM’s AI Risk Atlas
analyzes unique risks 
of working with 
generative AI, 
foundation models, 
and machine learning 
models across all 
phases of the AI 
lifecycle.

https://www.ibm.com/docs/en/watsonx-as-a-service?topic=ai-risk-atlas


IBM as Client Zero for organizational AI governance: 
AI Ethics Board & Office of Privacy and Responsible Technology

• Use case review process.

• Robust workflow using IBM tools to collect, 
consolidate, display, and monitor the lifecycle.

• Automate the capture and integration of facts from 
the AI lifecycle

• Automate and consolidate multiple tools, 
applications, and platforms while documenting the 
origin of datasets, models, associated metadata, and 
pipelines.

• Conduct compliance assessments, identify gaps and 
develop remediation campaigns based on regulatory 
requirements. 

Read the Integrated Governance Program Case 
Study to simplify and automate global privacy 
and AI compliance tasks for machine learning 
models managed by IBM 

https://www.ibm.com/case-studies/ibm-cpo-pims


IBM Office of Privacy and Responsible 

Technology workflow

AI  System /

Model Build

According to Ethics by 

Design framework

Model + Data 

cleared

Ready for use in 

product pipeline

AI Model and data 

registered in Data &  

Model Factory

RecipeOrganizational 

Governance 

AI  Ethics Board

As requiredUse Case Review
Policies / 

Standards Updates

Guardrails

Use Case Risk 

Assessment 

Data 

Governance

Data 

Clearance

Data evaluation / 

data cleansing

Model

Lifecycle

Management

Trained on Cleared 

data

Model Prompted / 

Tuned

Model 

monitored/tested 

for bias, drift etc.

Evaluated / Fine 

Tuned

Integrated

Compliance

I s the asset an AI  or 

algorithmic System?

Does the asset 

control PI?

Global Asset 

Inventory / 

Registry

CPO Compliance 

Campaign Manager

Metadata 

Catalogue

Regulatory 

Compliance

New regulatory 

Requirements

Algorithmic Impact 

Assessment

Privacy 

Assessment

I BM Chief Privacy Office

Integrated Governance Program – Target Operating Model

Control Point

Continuous cycle

Audit Trail
CPO Insights Dashboard

incl. FactSheets + Model card data

Incl. technical, business, 

governance and legal reviews

For initial and 

subsequent dataset

Data Acquisition: 

crawled, downloaded (IBM DataPile) or 

purchased

watsonx.ai watsonx.data watsonx.governance

PIMS
(Privacy & AI  Management System)

IBM Chief Privacy Office 
© 2023 Copyright IBM Corporation 



Applied AI Governance Cycle

Document Use Case

Use Case 

Approval

Pre Deployment 

Approval

Prompt & 

Development Cycle
Deployment + 

Monitoring & 

Reporting
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Business Problem

watsonx.governance

Change Management 

& Remediation

Foundation Model 

approval & 

onboarding

Third Party tooling 

Onboarding

Decommissioning

Reg 

Applicability 

Assessment

Compliance 

Assessment
Risk Identification 

& Assessment


